SECURITY INCIDENT / RISK REPORT FORM

Please complete Sections 1- 5 and send the completed form to: Schools.Data.Protection.Officer@enfield.gov.uk

Please ensure your Head and/or Business Manager is aware – however please do NOT delay reporting if they are not available.

Reporting on this form is on a no-blame basis and the Whistleblowing Policy applies.

It’s more important to get this reported than to get it completely right, so if there are areas that you are unsure of, please say so and submit anyway. In the case of serious breaches we have 72 hours to report to the Information Commissioner, so this should be done without delay.

Please fill in the white areas of the form.

	1. Your Details

	Name:
	

	Job Title:
	

	School:
	

	Department:
	

	Telephone No:
	

	e-Mail:
	

	Date:
	
	Time:
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	2. Type of Incident/Risk:
Please mark all applicable
– for example theft of a laptop from a car with a would be:
DATA Stolen or potentially stolen
EQUIPMENT Lost / Stolen

For a near miss, please mark boxes as if incident did take place.

(Consult with Data Protection Officer if required)
	DATA
	Mark with “X” if applicable

	
	Lost or mislaid
	

	
	Stolen or potentially stolen
	

	
	Corrupted or altered incorrectly
	

	
	Disclosed to person(s) / Organisations Incorrectly
	

	
	

	
	EQUIPMENT AND SERVICES
	Mark with
“X” if applicable

	
	Lost / Stolen
	

	
	Made inaccessible (fault)
	

	
	Misuse of services
(e.g. email, internet, licences, systems)
	

	
	Cyber breach (e.g. virus, ransomware, web hijack)
	

	
	

	
	PLACES AND CREDENTIALS
	Mark with “X” if applicable

	
	Unauthorised access
(e.g. to building, to login account)
	

	
	Access incorrectly denied or granted
	

	
	Credentials lost / stolen
(e.g. passwords, identity badges)
	

	
	

	
	OTHER
If you have not marked any boxes because the incident doesn’t fit the categories, please give a brief description below:

	
	





	3. Description of Incident/risk:
Please include details of any persons and organisations involved.
	

	
	Date of Incident (if applicable):
	
	Approximate time of Incident:
	

	4. If you ticked data above, what data was involved?
(e.g. pupil names, addresses, parent bank details)
	

	5. Is it data we received from someone other organisation?
Please mark.
	No, it’s our data
	

	
	Yes, it came from:
	

	
	Police
	

	
	NHS
	

	
	DWP
	

	
	Another school / local authority / organisation (please give the name below)
	

	
	





	6. Is the
	Suspected
	

	Incident/Risk
Please mark as
	(We think this has happened but it’s not confirmed)
	

	
	Attempted
	

	appropriate
(Consult with DPO if required)
	(Someone tried to do this, and failed)
	

	
	Potential
(It could have happened but we’re sure it didn’t – near miss)
	

	
	Confirmed
	

	
	(We know it happened)
	

	7. What actions have been taken to resolve or mitigate the incident?

Please give details. Resolved means it’s been fixed, mitigated means
we’ve done things to make it less harmful.
	



Please now send the form to the Data Protection Officer Schools.Data.Protection.Officer@enfield.gov.uk
The DPO will complete the rest of the form and advise on further actions. Please ensure your contact details are given so the DPO can contact you

The following sections will be completed by the Data Protection team



	8. Compliance Impact:
(GDPR, PCI, etc.)
	

	9. Summary of Investigative Findings

	

	Findings reported to:
	

	Date:
	

	10. Data Protection Officer Findings (Complete if personal data engaged)

	ICO Report
	
ICO Report Needed?
	
Yes
	
	
No
	

	
	Reason for not Reporting if No?

	
	No significant risks to the rights and freedoms of data subjects
	

	
	We are not the data controller
	

	Details of DPO Decision
	




	9.	Resolution

	Details of Corrective/Preventive Action
	

	Undertaken by:
	

	Approval required:
	
	Approving Officer:
	

	Date:
	
	Time:
	

	
[bookmark: _GoBack]Lessons Learnt
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